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Dear Fred, 
  

Are you wondering whether your organization is ready to implement 

an information security standard, and whether the effort is worth it? 

Then read on! 

  

 
 

  

 

ISO/IEC 27001 for business readiness and 

resilience  
 

ISO/IEC 27001 is the world’s best-known standard for information security 

management systems (ISMS). It is being used globally in almost all 

business sectors by organizations big and small. The standard has 

brought positive change to the way information security is addressed, 

empowering organizations to conduct their business securely.   

 

When the ISO /IEC 27001 requirements are fulfilled, your organization is 

able to operate an ISMS to protect its valuable, commercially sensitive 

and private information. The key feature of the standard is a set of 

processes that help to manage the risks from cyber-attacks. It also helps 

you keep your information security measures up to date by continually 

reviewing and improving the ISMS to deal with changes to the business 

environment and the risks you face.   

 

By implementing ISO/IEC 27001, you protect your information assets and 

your reputation, increase customer trust and enhance market relevance. 

 

Check your information security maturity: How 

ready are you for ISO/IEC 27001?  
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In order to get effective, appropriate and suitable protection from ISO/IEC 

27001 for your organization and be able to claim conformance, it is 

mandatory to address all requirements of the standard. The following 

sample questions can help you assess your information security maturity 

and get ready to implement the world’s best-known information security 

management standard, ISO/IEC 27001.  

 

Business context  
 Is your ISMS design and implementation based on an analysis of 

your organization’s business context? To ensure you get the full 

benefit and value, the scope and configuration need to match your 

specific circumstances.  

 Have you analysed the needs and expectations of interested 

parties, i.e. both internal and external stakeholders? Any needs in 

terms of confidentiality, integrity and  availability of information must 

be addressed by the ISMS.  

 

Management leadership and commitment  
 Is top management demonstrating leadership and commitment – for 

example, by taking an active role in engaging, promoting, 

monitoring and reviewing the performance and effectiveness of the 

ISMS?  

 Does your organization have a documented information security 

policy? If so, is this policy reviewed and updated regularly to ensure 

it remains relevant and effective?  

 Have sufficient resources (financial, human and technical) been 

allocated to support the implementation process? 

  

 Has top management assigned the relevant ISMS roles and 

responsibilities to managers and employees?   

 

Risk assessment and risk treatment  
 Have you conducted a comprehensive risk assessment to identify, 

analyse and evaluate the risks you face in terms of loss of 
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confidentiality, integrity and availability of information? This is a 

crucial and manadatory process for all organizations.   

 Are the results of the risk assessment used to determine the best 

option for mitigating the risks? A common approach is to select an 

appropriate set of information security controls to reduce the risks. 

These can either be taken from a standard set of controls or be 

developed by the organization.   

 Are the controls regularly reviewed and updated to make sure that 

your information security remains effective?(See performance 

evaluation below.)  

 

Competence, awareness and training  
 Does your organization ensure it has competent managers and 

employees for the tasks or activities relevant to the ISMS?  

 Have all employees received awareness training on the importance 

of information security and to understand the role they play in 

protecting the organization’s information assets? Is everyone’s 

training appropriate for their respective role?   

 

Performance evaluation  
 Do you conduct regular monitoring, measurement, analysis and 

evaluation of your ISMS? This enables managers to answer the 

ever-present question: “Is our information safe?” Evaluation also 

ensures that you will make improvements to the ISMS when 

necessary to keep it up to date.  

 Does your organization conduct impartial internal audits of your 

ISMS to ensure that it is effectively implemented and maintained?  

 Does top management conduct management reviews on the overall 

performance of your ISMS in order to determine if it is:   

o Suitable ⇒ Does the ISMS still serve its purpose?   

o Adequate ⇒  Is the ISMS still sufficient?  
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o Effective? ⇒ Does the ISMS still achieve the intended 

results?  

 

Take action 

 

Congratulations! By starting to identify the gaps between your current 

information security processes and the requirements of ISO/IEC 27001, 

you are adopting a cyber-resilient mindset and taking a critical step to 

protect your information assets from threats and vulnerabilities.  

 

Remember, only when all requirements are met – not just the 

fundamental principles outlined above – will you benefit fully from the 

protection that implementation of the ISO/IEC 27001 standard can offer. 

Buy ISO/IEC 27001  

 
 

Need more guidance on how to develop an ISMS implementation 

program? Check out ISO/IEC 27003! 

Best regards, 

Your ISO Team 
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