
ICT Process Screening & Improvement 
 

Objectives 
 

 Analyse presumed problem area processes and practices and identify actions required to resolve unveiled 
anomalies. 

 Provide a simple follow through mechanism for Management to monitor Improvement Action Plan 
implementation progress. 
 

Approach 
 
The methodology used is based on CobiTTM Audit Guidelines, Control Objectives. 
CobiTTM is a Trademark of the Information Systems Audit and Control Foundation. 
Methodware’s CobiT 3rd Edition (Audit) software is used to manage this service. 

 Areas to be assessed are scoped with ICT Management and high-level symptoms are 
documented.  

 The symptom inventory gets mapped against all possibly involved Control Objectives, 
considering processes, information criteria and ICT resources. 

 Interviews are next conducted with Line Management to gather high-level assessment 
information for all identified Sub domains, producing synthesis information on findings, 
issues and recommendations. 

 The high-level assessment results are presented to ICT Management, who decides on 
priorities for further investigation and implementation of recommendations if appropriate 
at this stage. 

 Further analysis gets executed at Control Objective level through interviews with ICT 
personnel involved. This generates information on basic issues, importance, risk ratings and 
more recommendations. 

 The detailed assessment information is discussed with Line Management in order to 
produce appropriate Action Plans, together with some sizing for impact and cost. 

 Action Plans are prioritized and selected for application with ICT Management and Line 
Management. 

 Action Plans are extended with milestones to facilitate monitoring of implementation 
progress. 
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Deliverables 
 

 List of high level findings, issues and recommendations. 
 Detailed assessments with information on basic issues, importance, risk ratings and 

recommendations. 
 List of Action Plans with cost and risk quantification. 
 Action Plan Matrix, mapping milestones in time. 
 Coaching to implement and follow-up on Action Plans by QPMC as agreed. 

 

ex. Scoring - Planning and Organisation

0 2 4 6 8 10 12

Manage Quality

Manage Projects

Assess Risks

Ensure Compliance with External Requirements

Communicate Management Aims and Direction

Define the Information Architecture

Define a Strategic Information Technology Plan

Assessment

Assessment

Gap

Maximum

 
   Action Plans 
       Action Plan milestones & due dates 

     
 
 

Priority
Low
Moderate
H igh Mar Apr May

5 12 19 26 2 9 16 23 30/1
Dept. A A21 Infrastructure interface testing M1 13 M2 2 M3 18  

A28 Operational Key Performance Indicators
A35 Software Release Control
A37 Change Management Practices
A38 Acceptance Test Procedures

Dept. B A12a Financial follow-up
A12b Service Level Agreem ent pricing M4 15 M5 3
A33 Contingency Planning Aspects
A35 Software Release Control M18 13 M19 30 M20 15

Dept. C A09 Enterprise Application Integration - Business process dependencies
A30 Data Administration requirements 

Dept. D A01 Program me Management Practices 
A02 Project Managem ent Practices M6 8 M7 7
A09 Business process documentation
A15 Expertise succession plans M9 15 M10 10
A23 Application System  documentation fram ework 
A25 Duty segregation Developm ent/QA/Production
A41 SAP Operational Standards M11 20 M12 2 M13 3

Dept. E A32 End-User Troubleticket Resolution M14 15 M15 25
A37 Change Management Practices
A39 Service Level Management Set-up & Im plem entation
A40 Service Performance Measurem ent
A41 SAP Operational Standards M16 25 M17 16


